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Gift Card Fraud & Organized Retail Crime

CSRA - August 26-28, 2024

Fraud continues to be a significant area of focus across the global payments industry. Retailers, brands,
distributors, and law enforcement are strongly mobilizing together to fight the criminals and protect
consumers. The gift card industry in the United States is projected to reach over $267B by 2028 and is a
critical component of the US economy. Gift cards have been the #1 most requested holiday gift for 17
years in a row.

Recent trends indicate that Gift Card tampering is emerging as a new and accelerating dimension of gift
card fraud and the greater Organized Retail Crime (ORC) phenomenon. Card Tampering is the act of
compromising gift card packaging to access and steal sensitive card information. Once the sensitive
information is accessed, cards are put back into their original packaging and are placed back into
retailers to be sold to consumers. Once the gift card is loaded with funds at the point of sale, the
fraudsters steal the funds from the card. Card Tampering has ties to the broader ORC epidemic and
significant connections to international organized crime and other transnational security concerns.

Card Tampering is being addressed aggressively through collaboration across retailers, brands,
distributors, and law enforcement. Homeland Security Investigations (HSI) established Project Red
Hook in December 2023. This nationwide initiative is aimed at immediately disrupting the abuse of
retail gift cards by organized crime groups. Centralized intel and coordinated operations are the
underpinnings of Red Hook, but the initiative also encompasses extensive efforts to educate law
enforcement entities across the U.S. regarding gift card fraud. As part of Red Hook, HSI and the
industry are also providing tools and centralized contacts for local and state level resources who
encounter card tampering cases. This includes assisting in the pursuit of the successful prosecution of
gift card fraud perpetrators.

One of the challenges we are currently facing is a consistent and clear path to the prosecution of
Gift Card Fraud criminals, especially Card Tampering, largely due to two key factors:
e Local law enforcement, A.G., D.A. offices need to be further educated on Gift Card Tampering
and the connection to greater ORC and transnational criminal organizations.
e Because cards have no value throughout most of the “act of card tampering,” there is a lack of
clarity on what these criminals should be charged with when they are caught in the act.



We are asking for support from state legislators to identify and potentially enhance
language within existing fraud statutes or already proposed ORC legislation that can be
applied consistently in the prosecution of gift card fraud, specifically gift card tampering.

Legislative guidelines to consider:

e Any person who, with intent to defraud, acquires or retains possession of a gift card or gift card
redemption information without cardholder/issuer/seller consent is guilty of theft.

e Any person who, with intent to defraud, alters or tampers with a gift card is guilty of forgery.

e Any person who, with intent to defraud, uses — for the purpose of obtaining money, goods,
services or anything else of value — a gift card or gift card redemption information is guilty of
theft. If the value of money or items obtained is high (e.g., $950 or more), then the person is
guilty of grand theft.

e Define “value” as the greatest amount of economic loss that the owner of the instrument might
reasonably suffer.

e Define terms including "cardholder", “card issuer," "closed-loop gift card," "gift card," "gift card
redemption information," "open-loop gift card" and "gift card seller".

We are proactively analyzing state-by-state specific statutes and evaluating what is
currently in place and where there may be gaps. We would like to coordinate closely with
the Council of State Retail Associations throughout the engagement process and will be
reaching out in the coming months.

By working together, we can dramatically disrupt and reduce gift card fraud,
ensuring the ongoing protection of consumers and the U.S. economy.

We appreciate your support and please reach out with any questions or ideas.

For further information, inquiries, or to discuss any of the topics above, please email
GiftCardFraudSupport@BHN.com.
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